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“Bao c&o tinh hinh an ninh mang Viét Nam 2024” dwgc Céng ty Cb phan Céng nghé An
ninh mang Quéc gia Viét Nam (NCS) bién soan v&i si ménh chia sé tri thirc, nang cao
nhan thrc vé an toan thong tin, va hé tro' cac té chirc trong viéc déi ph(’) v&i nhirtng thach
thirc an ninh mang hién nay. Théng qua béao cdo, NCS mong muén ddng hanh cung céng
déng va cac doanh nghiép trong hanh trinh xay dwng mét mdi trwdng sb an toan,
minh bach va bén virng.

La don vi d&n dau trong [inh vwe an ninh mang tai Viét Nam, NCS cam két cung cép cac
giadi phap & dich vu bdo mat tién tién va phi hop nhat. Bao céo téng hop dir liéu tor
hoat dong thwc té, két hop cling cac ngudn théng tin dang tin cay, véi muc tiéu 1a hd tro
cdng dong trong viéc rng phé véi rdi ro an ninh théng tin ngay cang phure tap.

S6 hiru va bédo vé néi dung: Tat ca tai ligu va néi dung (bao gom thong tin, hinh énh,...) déu thuéc quyén sé hiu cia
Cong ty Cé phan Coéng nghé An ninh mang Quéc gia Viét Nam (NCS) hodc cac bén duwoc NCS cap phép. Ngoai trir nhiing
trrong hop duoc quy dinh rd rang, NCS khéng trao bét ky quyén hodc cho phép nao lién quan dén viéc st dung céc tai liéu
va néi dung nay.Moi hanh déng nhw sao chép, chia Sé, chinh stra, dich thuét, phan phéi, hodc st dung cho muc dich thuong
mai, cdng céng déu cén c6 sw déng y bdng vén bén cta NCS. Ching t6i khuyén khich ngudi doc tham khéo no: dung trong
khuén khé cho phép va nghiém tlc tuan thd cac chinh sach bdo mat khi chia sé thong tin. Moi cAu héi hodc yéu cau lién quan
dén viéc st dung bao céo nay, xin vui long lién hé truc tiép véi NCS dé duoc hé tro.

Mién tree trach nhiém: Moi théng tin do b&o céo cung cép chi mang tinh chat tham khéo va khdng di kém bat ky cam két hodc
dam bdo nao, du rd rang hay ngu y, bao gém ca tinh phu hop cho mét muc dich cu thé. Thong tin nay duoc cung cdp nhdm
hé tro nguoi doc, va NCS khong chiu trach nhiém néu thong tin bi st» dung cho muc dich khac. Ngoai ra, NCS khéng chiju
trach nhiém déi voi bat ky thiét hai nao, du la truc tiép, gian tiép, ngdu nhién hay hau qua, phét sinh tir viéc st dung hodc phu
thudc vao tai liéu ma khéng c6 sw xac nhan chinh thdece tir Céng ty

CONG TY CO PHAN CONG NGHE AN NINH MANG QUOC GIA VIET NAM

(NCS)
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CONG TY CO PHAN CONG NGHE AN NINH MANG QUOC GIA VIET NAM (NCS)

Coéng ty C6 phan Céng nghé An ninh mang Qubc gia Viét Nam (NCS) la don vi hang dau trong linh
vire an toan théng tin, cung cap céac dich vu bdo mat toan dién va tién tién. V&i muc tiéu bao vé tdi wu
cho céc td chirc va doanh nghiép trong qua trinh chuyén dbi sb, cac goi dich vu ciia NCS két hop céac
phwong phap cdng nghé hién dai va chuyén sau dé dap rng moi nhu cau an ninh mang. Doi ngi
chuyén gia giau kinh nghiém ctia NCS Iudn sdn sang dong hanh, dam bao hé théng céng nghé thong
tin ctia khach hang dwoc bao vé an toan trwdc moi thach thirc.

Céc dich vu chuyén sau vé An ninh mang clia NCS duworc thi tredng danh gia cao, bao gém: Dich vu
Kiém thlr xam nhap hé théng va rng dung (Penetration Testing), Dich vu Ra soat va phan tich ma doc
(Malware Analysis), Dich vu Kiém thi» tAn cong xam nhap chuyén sau ha tang CNTT (Red Teaming),
Dich vu Diéu tra va &ng pho sw ¢ An ninh mang (Incident Response), Dich vu Tinh bao An ninh mang
(Threat Intelligence), va Giai phap An ninh mang cho hé théng Céng nghiép (OT/ICS Security).,....

{¢)» TAM NHIN

NCS luén nbd Iwc tré thanh céng ty An ninh mang
hang dau tai Viét Nam va khu vwc, kién tao hé
sinh thai bado mat toan dién, cung cp dich vu An
toan théng tin chuyén nghiép, linh hoat va dat
dang cép québc té.

‘@ SU’ MENH

NCS mang trong minh s ménh xay dwng mét khéng gian mang an toan, linh hoat, ddng hanh va
b&o vé cho sy thanh céng ctia moi té chirc va doanh nghiép trong hanh trinh chuyén dbi sé.

Vé NCS
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BOI CANH CHUNG

@ LO HONG BAO MAT VA NGUY CO Bl KHAI THAC

— Nam 2024, Mircosoft phat hanh ban va
4116 héng mirc dd Moderate
& I 1 O 2 O 10 h6ng bao mat 951 16 héng murc do Important
) 28 16 héng murc do Critical

Trén nhitng san phdm phé bién nhw Apache, Cisco, Citrix, Vmware, Zabbix, Splunk, Palo

Alto, Firefox, Check Point, ... Va 12 san pham khac

@ SU’ GIA TANG MA BOC

Ghi nhan dwoc nhiéu loai ma déc Phwong thirc trién khai ma doc
« CobaltStrike Chubi lay nhiém phtrc tap:
* PlugX S dung loader dwoc viét bang cac ngdbn ngir:
°  MAu IIS Backdoor + Golang + Nim * Rust - Java

Mau ma déc méi:
+ St dung trampoline dé goi qua lai gitra nhiéu DLL.
+ M&i DLL thwe hién nhiém vu/module riéng. Sau d6, cac module dwoc gop thanh file DLL Ién.

@ SU GIA TANG CHIEN DICH TAN CONG CcO CHU biCH

Muc tiéu tAn cong mang tai Viét Nam o O Phwong phap tan cong:
« Ning lwong  « Taichinh - ﬁ- o 1. Khai thac 16 héng bao mat
* Chinh pha » Hang khéng
l
v

* Microsoft Exchange.

+ Dau khi C + Oracle Weblogic.

» Citrix
2. Phét tan email Itra dao (phishing).

3. Tan dung tai khoan bj ro ri.
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Q BIEN THE MOBILE BANKING TROJAN NHAM VAO VIET NAM

Cubi ndm 2023, xuat hién ma doc Goldigger tan cong

hon trng dung
tai chinh va vi dién tor

- Ma dbc nay dwoc phat tan qua cac trang web gia mao Google Play Store va cac tép APK lira dao

- Khai thac tinh nang tro’ ning dé: « Panh cap thong tin d&ang nhap ngan hang.
+ Chan béat tin nhan SMS.

- Gia mao rng dung hop phéap dé danh cép thong tin tai chinh.
Céc bién thé ma doc néi bat:

GoldDiggerPlus GoldPickaxe Gigabud SpyLoan

+ Gid dang Ung dung vay

e , . . . tién truc tuyén dé thu thap
Nang cap vdi nhiéu Nham muc tiéu ca Gia mao tng dung hop phap N .
, ' . . d@ liéu nhay cam.
tinh ndng mai. hé diéu hanh Android va iOS. | dé danh cap dit liéu tai chinh.
' * Gia tang manh mé trén

pham vi toan cau.

@ XU HUONG GIA TANG HOAT DONG CUA TOI PHAM MANG

Muc tiéu ctia cAc nhom tan cong mang: Ma déc nbi bat:
« Panh cap thong tin trinh duyét. . Braodo + SteelFox
* Tai khoan Facebook Stealer * PXA Stealer

* Thoéng tin nhay cam khac dé thu Igi tai chinh. . VietCredCare

VietCredCare cung cép dich vu duéi hinh thirc stealer-as-a-service , xam nhap di liéu cua:

65 21k

Co quan Chinh ph Céng dich vu cong Quéc gia Trwong Ngan
Viét Nam cua tinh/thanh phé bai hoc Hang
. « A
4&, Nhiéuii  44/63_
o O I
San thwong mai Doanh nghiép thanh

dién to I&n
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Cg) NCS B&o cao tébng két an ninh mang Viét Nam 2024

1. Cong nghé, nén tdng anh hwéng nhiéu nhat

Trong nam 2024, tai Viét Nam va khu vue chirng kién sy leo thang chwa tirng c6 cla cac
hoat déng tan cdng mang nhdm vao cac nén tang, thiét bi va phan mém phd bién. Cac béo céo
toan cau da chi ra rang cac hacker khéng chi tan dung 16 héng bao mat mé&i ma con tai st
dung cac cong cu va phuwong phap cl, lam tang mirc d6 phirc tap va khd khan trong viéc
phong thd. Xu huwéng nay khéng chi dat ra méi de doa dbi véi cac td chirc toan cau ma con anh

hwéng sau rong dén khu vwe chau A — Thai Binh Duong (APAC) va Viét Nam.

1.1. L6 héng lién quan t&i cac thiét bi bién - “ctra ngd” dan vao mang néi bo

Z:RTINET 4% paloalto
VERSA

NETWORKS
Thiét bi bién, bao gébm VPN, may chi email va thiét bj dinh tuyén van phong nhd, 1a mét
trong nhirng muc tiéu hang dau ctia cac nhém tin tic, cac 16 hdng trong thiét bi ctia Fortinet,
Palo Alto, Ivanti VPN... da dan dén hang tram cudc xam nhap, cho phép tin tac kiém soat mang
ndi bd. Chi riéng nam 2024, ching tdi thdng ké da c6 14 16 héng lién quan dén thiét bj bién bj
khai thac, dan dén viéc xay dwng cac mang botnet khdng 16 nhw GobRAT va Natwalk. Nhirng
mang botnet nay khéng chi dwoc st dung dé thwe hién cac cudc tdn cong tir chdi dich vu

(DD0S) ma con dé trién khai ma doc trén quy mé Ién, gay thiét hai I&n cho céc té chire.

Céc giao dién quan Iy tr xa cho céac thiét bj bién nhw FortiManager, Versa Director, Palo
Alto... da dwoc s dung lam clra ngd dé tin tdc xam nhap sau hon vao mang néi bo té chirc .
Phwong phap nay d&c biét nguy hiém vi n6 cho phép ké tan cong kiém soat truc tiép cac hé
thdng quan trong ma khdng can xam nhap qua céac I&p bado mat khac. Diéu nay cho thay céac té
chirc can chu trong vao bdo mat cac giao dién quan Iy tlr xa, ddng thdi kiém tra ciu hinh dinh

ky d& ngan chén céc 16 héng

Céng nghé, nén tang anh hwéng nhiéu nhat ﬂ



Cg) NCS B&o cao tébng két an ninh mang Viét Nam 2024

1.2. Lo lot di¥ liéu ngwei dung tai Viéet Nam — méi hiém hoa khén lwong

Khéng chi & Viét Nam, ma trén thé gi¢i n6i chung dang ching kién xu hwéng téi pham
mang chuyén tir viéc hack tai khoan trwc tuyén (bé khoa, thAm nhap trai phép) sang st

dung di¥ liéu tai khoan c6 san hoac dworc rao ban trén Internet hay Darkweb.

N&m 2024, tinh trang rao ban va 16 lot di¥ liéu ctia cac ca nhan, td chirc tai Viét Nam dién
bién phirc tap, v&i s lwong 1én téi hang tram triéu ban ghi va hang chuc GB di liéu dwoc chia
sé, rao ban trén cac trang cho den, dién dan ngém, va Darkweb. Cac théng tin bi rao ban
thwérng bao gébm tlr dir liéu ca nhan clia nguoi ding (thdng tin tai khodn ngan hang, hé so
eKYC, di¥ liéu giao dich, ...) dén cac di¥ li&u nhay cam cua cong ty, td chirc (thdng tin truy cap

hé théng, tai liéu chién luoc, ...).

Sau khi mua hodc lay cap cac thdng tin tai khodn nay, hacker thwoéng st dung ching dé

thwe hién cac hanh vi tiép theo nhuw:

Gian lan tai chinh: St dung théng tin tai khodn ngan hang dé& chuyén tién trai phép

ho&c thwe hién cac giao dich bat hop phéap.

« Tan céng nhdm muc tiéu (Targeted Attacks): Khai thac théng tin d& thwc hién cac
chién dich tdn céng c6 chla dich nhw phishing, spear phishing hodc ransomware

nham vao cac ca nhan hodac té chirc cu thé.

« Lam dung danh tinh (Identity Theft): St dung thdng tin ca nhan dé tao tai khoan gia

mao, thire hién hanh vi gian |an hoac vay tin dung.

« Ba&n lai thong tin: Thdng tin cé gia tri cao c6 thé tiép tuc dwoc ban lai nhiéu lan trén

cac dién dan cho den, 1am kéo dai chudi tdi pham mang.

Cong nghé, nén tang 4nh hwéng nhiéu nhat
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Céac nguyén nhan chinh dan dén viéc 16 lot, that thoat di¥ liéu clia ca nhan, té chirc dwoc

dodi ngli NCS ghi nhan bao gém:

« May tinh ca nhan bj nhiém ma déc: Cha yéu l1a cac loai malware danh cap thong tin
(info-stealer), tap trung vao cac théng tin dang nhap dwoc lwu trén trinh duyét.
Nguyén nhan phd bién la ngwdi dung thiéu can trong khi cai dat phan mém khong rd

nguén gbc hodc m& cac emalil la.

« L6 héng trong hé théng cong ty: Cac hé thdng khdng dwoc quan ly chat ché, ton tai
16 hdng bdo mat, la diém yéu dé hacker khai thac nhdm xam nhap va danh cép dir

liéu.

Thue trang nay dat ra yéu cau cap thiét trong viéc nang cao nhan thirc bdo mat cho ca
nhan va td chirc, ddng thoi trién khai cac bién phap bao vé nhw st dung phan mém bao

mat, kiém tra va va 16 hdng hé théng dinh ky.
1.3. Cac trng dung web public — muc tiéu chinh cta cac cudc tan céng mang

Trong ndm 2024, cac trng dung web tiép tuc tré thanh muc tiéu wu tién hang dau cla
cac nhém tin tac, véi hang loat 16 hdng bdo mat bi khai thac d& xam nhap va kiém soat hé
thdng. M6t sb 16 hdng phd bién nhat bao gdm SQL Injection, Cross-Site Scripting (XSS),
va Remote File Inclusion (RFI). Cac 16 hdng nay thwdng xudt phat tir viéc tng dung
khéng dwoc kiém tra bdo mat kj lwdng hodc khéng tuan tht cac nguyén téc lap trinh an

toan.

DPac biét, 16 hdng SQL Injection da dwoc tan dung dé truy xuét théng tin nhay cadm to
co s& dir liéu, bao gbm thong tin khach hang, tai khoan nguwdi dung va tham chi 1a ma héa
mat khau. M6t sb trwéng hop nghiém trong ghi nhan viéc tin tic s dung 16 héng nay dé tao
tai khodn quan tri trai phép hodc chiém quyén kiém soat toan bd hé thdng. L6 héng XSS
cling dwoc khai thac dé thwc hién cac cudc tan cong lira ddo hodc phat tan ma doc toi

nguwoi dung hop phap thdng qua cac kich ban dwoc nhing truc tiép vao (rng dung web.

Céng nghé, nén tang anh hwéng nhiéu nhat
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Ngoai ra, mét trong nhitng 16 héng dang cha y 1a tir tinh ndng Upload File trén céac
&ng dung web. Tin tdc s& dung cac phwong phap vwot qua kiém tra file dé tai 18n cac tép
doc hai, chang han nhw webshell, cho phép ching thwc hién 1énh tryc tiép trén may cha.
Diéu nay gay rai ro nghiém trong, khong chi lam ro ri di liéu ma con khién hé thdng dé dang
bi kiém soat toan dién.

Viéc thiéu cap nhat phdn mém va va 16i kip thdi cling 1a mét yéu td quan trong khién
nhiéu t6 chirc tré thanh nan nhan. Cac nén tdng &ng dung web nhw PHP, WordPress, va
ASP.NET thwéng bi khai thac do st dung cac phién ban ci khdng con dwoc hd tro. Bén
canh dd, cau hinh sai hodc khéng tuan thi cac tiéu chuan an toan, chang han viéc mé rong

quyén truy cap hodc khong str dung ma héa HTTPS, cang lam tang nguy co.

Nam qua da cho thay céac 16 hdng bdo mat trong rng dung web khéng chi 1a thach
thire k¥ thuat ma con |a bai toan chién lwoc trong quan ly an ninh mang. Viéc nang cao nhan
thirc bado mat, &p dung cac cong cu kiém tra 16 héng tw dong, va thwe hién va 16i dinh ky 1a

nhirng bwéc can thiét d& bao vé cac rng dung web khdi sw khai thac cua tin tic.

Céng nghé, nén tang anh hwéng nhiéu nhat

-
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1.4. Méi de doa tir cAc cudc tan cong nham vao may cha Microsoft Exchange

[@A8 Exchange

Vé&i mirc d6 phd bién clia Microsoft Exchange tai Viét Nam trong cac td chie tr chinh
pha dén doanh nghiép khién cac may chi Microsoft Exchange tiép tuc 1a mét trong nhirng muc
tiéu tAn cdng chinh cta nhiéu nhém tin tac. L hdng ndi bat nhw ProxyLogon va ProxyNotShell
da bi khai thac dé drop webshell, cung cap quyén truy cap ban diu vao hé théng Exchange.
M6t khi truy cap thanh céng, tin tdc thay déi ma ngudén ng dung dé thu thap théng tin nguoi
dung trong qué trinh dang nhap. Véi thdng tin dang nhap nay, ching tiép tuc trién khai cac

céng cu nhv WmiPrvSe.exe dé& mé rdng tan céng sang cac hé thdng lién quan.

Ngoai ra, cac cudc tdn cdng thwong thay dbi cdu hinh web.config trén may cha
Exchange, huwdng téi cac tép thye thi ma doc dwoc lwu trir tredec d6. Ma déc nay cho phép doc
request va response trén may chd, tlr d6 trich xuat tai khodn email va méa hoa dir liéu bang
dinh dang Base64, Iwu trir dwdi dang cac tép tin dinh dang .dat. Hoat ddong nay khéng chi tao
diéu kién cho cac chién dich gian diép ma con c6 thé lam ro ri théng tin nhay cadm nhuw email

cua lanh dao, ké hoach kinh doanh, va cac tai liéu phap ly quan trong.

Khi khai thac thanh céng, tin tdc khéng chi danh cép di liéu ma con c6 thé s& dung may
chl email bi xam pham Iam ban dap dé& phat tan ma ddc qua cac email phishing hoac diéu phdi

cac cudc tn cdng phirc tap hon trong toan mang lwdi.

Céng nghé, nén tang anh hwéng nhiéu nhat
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2. APT, Campaign, Malware
2.1. Cac chién dich tan cong APT dién ra manh mé trong nam 2024
2.1.1. C4c cudc tan cdng néi bat nham muc tiéu cac don vi, té chirc caa Viét Nam
Trong qud trinh diéu tra, x& Iy sw c¢d an ninh mang cho céc td chirc, don vi tai Viét Nam
trong ndm vira qua, ching toi tdng hop lai mét sé kich ban tAn céng phd bién theo céac linh vuc

nhw sau

NHA NUOC

Ké tan cong trién khai
ma déc CobaltStrike
va cac cong cu tan
cong trén may chu

may tram clGa nhiéu

May cha s& dung
Telerik phién ban thap
cho phép ké tan cong
upload webshell, thu
thap théng tin hé théng

Ké tan cong khai thac
16 héng trong Oracle
Weblogic, drop
webshell cung cac
céng cu tAn cong khac

hé théng. St dung ky
thuat Domain Fronting
nham che giu két nbi
toi C2

TAIl CHINH

Ké t&n cong khai thac cac 16 héng bao

N . _ Khai thac cau hinh yéu trong
mat trén cac ’’ng dung web, trién khai

ViewState, ti* d6 drop webshell,
trich xuat thong tin xac thuc Isass
va trién khai ma doc trén hé théng

keylogger trén cac may may tram nam
gilr tai khoan quan trong, st dung dé
tan cong cac hé théng khac

APT, Campaign, Malware
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Tan cong hé théng may chi Exchange

« Thong qua khai thac 16 hdng bao mat ProxyLogon, ké tn cong drop webshell d& c6 quyén truy cap ban dau.
Dé thu thap thong tin tai khoan, ké tan cong thay dbi source code (ng dung nham thu thap théng tin nguoi
dung khi dang nhap. Vé&i cac thong tin xac thwe thu duoc, ké tAn cong sir dung d& WmiPrvSe.exe tan cong
sang hé thdng khéc.

« K& tan cong drop ma ddc xudng dwéorng dan \bin trén hé thédng Exchange, thay ddi cAu hinh web.config tré t&i
tép tin ma doc thuwe thi ma doc. Ma déc thwe hién doc request, response cla trén may chd Exchange dé truy

xuét tai khoan email Exchange, ma hda base64 va ghi thdng tin vao cac tép tin dinh dang .dat

Cac sw c6 bat nguon tir 16 lot tai khoan VPN

+ Ké tan cong thwc hién truy cap vao hé théng, do quét, chiém quyén cac hé thdng khac trong mang, thu thap
thong tin va st dung DCSync tdn cong may chi DC

K& tn cong trién khai ma ddc CobaltStrike, trich xuét théng tin xac thwc Isass, tat service logs Sysmon, x6a
logs nham tranh bi phat hién

« Théng qua chiém quyén diéu khién may tram, k& tdn cdng tdn cong may chi st dung WMI, do quét va trich

xuét thdng tin xac thwe tir tién trinh Isass.exe st dung procdump

Cac sw cb lién quan dén khai thac cac 16 hong bao mat rng dung web

+ Khai thac 16 héng SQL Injection, théng qua thanh phan c6 sén ctia Microsoft certutil.exe dé tai xudng cac tép
tin déc, revershell théng qua powershell

+ Khai thac 16 héng théng qua cau hinh yéu trén phién bdn ASP.NET dang st dung c6 thé thwc thi 1énh, upload
file thy y. Twr d6 tao cac tai khodn va thém vao nhém dac quyén administrator, tai 1&én cac cong cu hé trg nhw
reverse proxy, remote tool.

« May cha chay &ng dung web t6n tai 16 hdng trong tinh n&ng UpLoadFile, cho phép ké tAn cong upload file tuy

y, ké tan cdng sau khi c6 dwoc webshell thuc hién thu thap théng tin hé théng

Ké t&n cong trién khai ma doc dwéi dang dich vy, load cac DLL, gidi ma ciu hinh C2 bang thuat toan chacha20
Thu thap théng tin hé thdng, tai khodn domain, thay déi mat khau tai khodn va xda logs dé gay kho khan trong

qua trinh truy vét

Nguwdi ding nhan dwoc email phishing st dung k¥ thuat GrimResource gid mao cdng vdn nham ma doc trén may

nan nhan, thu thap théng tin va trién khai thém ma doc CobaltStrike

APT, Campaign, Malware
e
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Cg) NCS B&o cao tébng két an ninh mang Viét Nam 2024

KHUYEN NGHI

Ra soat va

cap nhat ban va

Tang cwong bao mat

quyén truy cap

Giam sat lién tuc

1. R& soét va cap nhat ban va: Chu dong kiém tra va va 16i cac hé théng st dung céc

&ng dung va thiét bi phd bién bj khai thac, nhu Microsoft Exchange, Citrix, va Oracle.

2. Tang cwéng bao mat quyén truy cap: Ap dung xac thwc da yéu té6 (MFA) va thyc thi
nguyén tac quyén truy cap tbi thiéu (Least Privilege) dé giam thiéu rui ro khi tai khoan bj

xam pham.

3. Giam sat lién tuc: Trién khai cac hé thdng giam séat va phat hién méi de doa (SIEM, EDR)

dé kip thdi nhan dién va phan &ng véi cac hanh vi bat thwong trong mang.

APT, Campaign, Malware
e
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Cg) NCS B&o céo téng két an ninh mang Viét Nam 2024

2.1.2. Cac hoat dong tan céong mang vao cac té chirc tai Viét Nam tir cac nhém tan

cong dwoc cho lién két véi nhém tan cong nwéc ngoai

Trong ndm 2024, ddi ngll Threat Intelligence (T1) ctia NCS da ghi nhan va x& ly nhiéu sw
cd an ninh mang, ddng thoi phan tich théng tin tr cac cudc tAn céng nhdm vao cac td chirc

thudc nhiéu linh vuwe trén 1anh thd Viét Nam.
a. Cdc ky thuéat tan céng phé bién

Dwa trén qua trinh thu thap va phan tich di¥ liéu, ddi ngii chuyén gia ctia NCS da téng
hop céac ky thuat tAn cong phd bién nhat dwoc s dung trong ndm qua. Nhirng phat hién tir cac
cong cu, ky thuat, va co s& ha tang lién quan cho thdy diu hiéu cia nhiéu cudc tAn céng co6 kha
nang dwoc thye hién béi cac nhom APT, trong dé ndi bat la nhirng nhém dwoc cho 1a ¢6 nguén

gbc tr Trung Québc.

APT, Campaign, Malware
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Cg) NCS B&o céo téng két an ninh mang Viét Nam 2024

Khdoi tao truy cap

DPé khéi tao truy cap ban dau, cdc nhom tan cdng st dung chi yéu cac phwong phap chinh

Sau:

> Khai thac cac 16 héng bao mat trén cac tng dung, thiét bi phé bién nhw Microsoft
Exchange (Proxy Logon, ProxyNotShell), Oracle (CVE-2017-10271, CVE-2022-21587),
Citrix NetScaler ADC, Citrix Gateway, Zimbra Collaboration Suite, Ciso ASA SSL VPN,
Veeam Backup, hau hét déu facing ra méi trwdng Internet. Ngoai ra cé cac 16 hdng khac tén
tai trén cac thanh phén nhuw Telerik (CVE-2017-22317, CVE-2017-11357, CVE-2019-18935,
CVE-2019-18935), ViewState hodc ma nguédn ty phat trién co cac 16 hdng cho phép vuot

qua xac thuc (bypass authentication), upload file tuy y.

» Grri email Itra dao (phishing): gri cac email Itra dao, ndi dung trong hom thw thwdng dinh

kém té&p tin nén ddc hai hodc dwéng dan tré dén noi lwu triv cac tép tin déc hai.
> St dung thdng tin tai khoan bj 16: Nhom tAn cong thu thap thong tin tai khoan, mat khau
tr cdc nguén nhu dark web, stealer malware, hodc di¥ liéu rd ri. Sau d6, ching st dung

thdng tin nay dé truy cap trai phép vao cac hé théng.

Vﬁ Citrix NetScaler Tele”k
@ e

ORACLE zimbra CISCO
APT, Campaign, Malware 1
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Post Exploitation: Mot sb hinh thai ciia cac nhdm tan cong sau khi cé quyén truy cap ban dau
nham duy tri chd ding trong hé théng (persistence), thu thap théng tin xac thwc va tan céng

ngang hang sang cac hé théng khac trong mang.

Ma déc — Malware: Nam 2024, NCS Tl ghi nhan nhiéu loai ma déc dwoc st dung trong qua
trinh tdn cdng, phd bién nhét |a CobaltStrike, Plugx va cac mau IS Backdoor. Cac nhém tan
céng ap dung cac chudi lay nhiém khac nhau trong giai doan dau dé drop cac loader sir dung
da dang cac ngén ngi lap trinh nhw Golang, Nim, Rust va Java nham trién khai cac ma doc, néi
bat:

CobaltStrike: V&i viéc cung cip nén tang cho phép dé quan ly va thao tac, ma doc dwoc st
dung phd bién trong cac cudc tAn cdng. Trong cac cudc tAn cong, hau hét ma doc CobaltStrike
s& dwoc goi va gidi ma bdi nhiéu tép tin ddoc hai khac & nhiéu giai doan trwéc khi dwoc trién

khai trong b6 nhé& clia may nan nhan, cu thé nhu:

« S dung cach thirc tAn cdng maéi c6 tén GrimResource thye thi VBScript ddc hai théng qua
mmc.exe, tir do tai xuéng va thyre thi trong bd nh& cac tép tin déc hai khac dwoce lwu trir trén
may cht C&C clia ké tAn coéng. Sau khi tao két ndi t¢i may chi C&C, ma doc thu thap théng
tin hé thdng trén may nan nhan va trién khai thém ma doc CobaltStrike. Chién dich tAn coéng
nham dén 1 don vj thudc nganh nang lwgng tai Viét Nam, qua phan tich déi ngd Tl NCS

danh gia nhom tan céng dirng dang sau cé ngudn gbc tor Trung Québc.

« Théng qua DLL SideLoading, lam dung cac tép tin thwc thi hop phap dé goi t&i cac DLL doc
hai cung dwdng dan, DLL doc hai thwc hién giai ma tép tin thu dwoc payload 1a
CobaltStrike, moét s6 mau ma doc khac véi loader dwoc viét bang ngdn ngr Go thuc hién
nhiéu giai doan gidi ma (DES(AES(RC4))) trwdc khi trién khai ma déc CobaltStrike trong bd

nho.

« M0t hinh thai khac dé trién khai ma ddc CobaltStrike la st dung tép tin dinh dang .jar va
dwoc thye thi théng qua tién trinh java.exe. Bén trong .jar chira class cé nhiém vu giai ma,
nha (drop) va thyc thi CobaltStrike.

) ) . APT, Campaign, Malware m
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Cg) NCS B&o céo téng két an ninh mang Viét Nam 2024

PlugX va cac bién thé:

« Ngoai phuong thirc da dwoc biét str dung cac tép tin dinh dang .Ink trong giai doan dau,
doi ngli NCS ciing da phat hién ky thuat GrimResource dwoc sir dung dé tai xubéng va
thwe thi cac tép tin dinh dang .msi. Loader dwoc viét bang ngén ng Nim c6 nhiém vu
gidi ma va trién khai ma doc PlugX, cac chién dich ghi nhan nhdm t&i lwe lwong vii trang,
don vi nha nwéc, Chinh phua thuéc Viét Nam dwa theo tai liéu decoy. Phan tich hanh vi va
co s& ha tang ciing cho thdy cac diu hiéu nhom thwe hién tAn cong cé ngudn gbc tir

Trung Quéc (c6 thé co lién quan dén Mustang Panda).

« Mot sb bién thé khac cda PlugX nhv THOR, DOPLUGS c6 thém mét sé module hé tro
thém cho qua trinh tai xuéng, dwoc ghi nhan nham téi moét sd ngwdi dung linh vuce tai

chinh, mo6t s& mau khac ghi nhan dwoc upload trén virustotal ttr khu vwe Viét Nam.

«  Ghi nhan backdoor CBROVER, dwoc st dung dé trién khai thém Plugx trén cac may nan
nhan thudc linh vire tai chinh. MAu ma déc ciing dwoc ghi nhan trong cac bai viét da xuét

ban trén khdng gian mang lién quan dén nhém tn céng Earth Preta.

APT, Campaign, Malware
Céc chién dich tan cong APT dién ra manh mé trong ndm 2024
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IS Backdoor: Cho phép ké tadn cong tao kénh két ndi thwc thi command, inject custom
shellcode, thu thap théng tin ddng nhap, mét s& mau ma déc khac ghi nhan st dung cho muc

dich SEO, tang xép hang cho céac trang web cé ndi dung cd bac.

1IN

Ngoai ra, ching téi ciing ghi nhdn mdt mau méa déc cé céach thire viét méi, st dung trampoline

dé goi qua lai gitra nhiéu DLL, mbi DLL cé nhitng nhiém vu, module riéng. Sau mét khodng
thoi gian theo db6i, ghi nhdn cac module nay duwgc gdp chung thanh mét file DLL v&i dung

lurong file kha Ion.

Cac cong cu hé tror tin cong khac: Bén canh cac backdoor, ddi ngli NCS ciing ghi nhan co
trwng hop nhém tan cong s dung céac loader dé gidi ma va trién khai cac cdng cu hd tro trong

qua trinh tAn cong nhw reverse proxy frp, scan dai mang, hau hét déu la cong cu opensource.

) ) _ APT, Campaign, Malware 22
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Cg) NCS B&o céo téng két an ninh mang Viét Nam 2024

Co’ sé ha tang:

« Trong 1 sb chién dich ghi nhan nhém tan coéng st dung ky thuat Domain Fronting nham

che d4u dia chi C2, cac cu hinh nay dwoc ghi nhan trong beacon ctia ma doc CobaltStrike.

«  S& dung thém co sé& ha tang, domain |a méi trwong cloud dé Iwu triv tép tin doc hai hodc

C&C server.

« S dung thém dich vu Cloudflare content delivery network (CDN) lam proxy chuyén tiép
traffic @én VPS ma ké tdn céng ndm gitr. Ngoai ra, cac tén mién hop phap trwdc day dwoc
nhom tan cong dang ky lai thdng qua Namecheap sau khi hét han véi muc dich cé thé gitp

tang do tin cay.

« Thbéng qua viéc theo dbi dwa theo TLS certificate dwgc si¢ dung cho C&C clia ma ddc,
phat hién thém co s& ha tang lién quan dén ma doc KEYPLUG, ma doc Pantegana, trong

s d6 c6 mot s IP ghi nhan cé cac két nbi téi mot sbé don vi tai Viét Nam.
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b. i-SOON —Céng ty cong nghé dwoc cho la cé lién hé véi nhiéu nhém tdn cong mang tai Trung

Qubc

2z 8 1.:. 2

ZlME EEEE

Vao dau nam 2024, NCS Tl phat hién mét tai khoan an danh trén Github da cbng khai tai liéu va
cac doan hdi thoai lién quan dén Anxun (hay con goi 1a i-SOON — ZEE REARBRAF), mot
coéng ty cong nghé cé tru s& tai Trung Qudc chuyén cung cép dich vu xam nhap va dao tao vé

bdo mat an toan théng tin cho cac té chirc va don vi trong nuéc.

Qua phan tich cac tai liéu bj ro ri, i-SOON dwoc cho la da nham muc tiéu vao it nhat 22 quéc gia,
tap trung chl yéu vao cac co quan chinh pha, td chirc vién thdng va gido duc. Tai Viét Nam, cac
td chirc thudc Chinh pht, doanh nghiép nha nwéc va céac linh ve trong yéu nhw hang khéng, dau

khi cé thé da tr& thanh muc tiéu hodc nan nhan cta i-SOON.

Pang lwu y, i-SOON khéng chi tap trung vao cac hoat dong qubc té ma con wu tién hd tro cac
chién dich trong nwéc, nham vao cac nhém dan toc thiéu sb, cac cong ddng tdn gido va ca linh

o ”

vire “cbng nghiép” c& bac.

APT, Campaign, Malware 4
Céc chién djch tan cong APT dién ra manh mé trong ndm 2024 .



Cg) NCS B&o céo téng két an ninh mang Viét Nam 2024

2.2. Tan céng Ransomware gay thiét hai nghiém trong cho nhiéu té chirc, doanh

nghiép Viét Nam

Nam 2024 ghi nhan cac cudc tdn cong Ransomware nhdm dén céc td chirc, doanh nghiép
Viét Nam thudc nhiéu linh vwec bao gém tai chinh, nang lwong, vién thdng, dich vu cdng va y
té. Cac cudc tan cong nay da gay ra hau qua nghiém trong cho cac don vi bi nham dén, voi

w&c tinh thiét hai Ién t&i hon 10 triéu USD.

Pang chi y, nhém LockBit thye hién mét cudce tAn cdng I&n vao mét cong ty tai chinh, lam
té liét hoan toan hé théng hoat déng, va mét cudc tAn céng khac nham vao hé thdng thanh
todn cla mdét cong ty nang lwong, khién dich vu bi dinh tré trong nhiéu ngay. Nhém
Phobos Ransomware ciing gay thiét hai dang k& cho mét cong ty bwu chinh, st dung cdng
cu SSHFS dé ma hoéa di liéu trén cac 6 lwu trir chia sé. Tin tdc con khai thac RDP tir cac IP
bén ngoai dé truy cap may chi backup, cling cac céng cu nhw Mimikatz va veeam-creds dé

thu thap théng tin xac thwc, tao diéu kién cho cac cudc tAn cong leo thang dac quyén.

Bén canh d6, cac nhom nhw BlackByte, Kill Security Ransomware, va Knight
Ransomware cling da nhdm muc tiéu vao nhiéu té chirc khac nhau tai Viét Nam, lam gia tang

murc d& nghiém trong ciia van dé
Khuyén nghj

Nhing cudc tAn cong nay khéng chi gay tén that tai chinh ma con Ia I&i cdnh bao manh mé
cho céac t6 chirc Viét Nam vé viéc can xay dung hé thdng bdo mat manh mé hon. Diéu nay
bao gébm kiém tra thwdng xuyén cac dich vu backup, han ché quyén truy cap tir xa, va trién

khai gidm sét lién tuc nham phat hién s&m cac hanh vi dang ngo.

APT, Campaign, Malware
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2.3. Chién dich tan cong nham dén cac don vi, té6 chirc Viéet Nam str dung ki thuat

GrimResource

GRIMRESCURCE

Tw cudi thang 7 dén dau thang 9 ndm 2024, ddi ngl Threat Intelligence ctia NCS da thu thap va
phan tich cac mau ma ddéc ap dung ky thuat tAn cong GrimResource. Nhirng cudc tan cdng nay

nham muc tiéu dén nhiéu td chrc va don vi tai Viét Nam.

«  MAu ma déc dau tién dwoc phat hién nhdm vao mét don vi thudc nganh nang lwong tai
Viét Nam. Phan tich bé sung va thong tin tr cdc ngudn Threat Intelligence khac xac
nhan rang day la mét phan cda chién dich quy mé Ién. Chién dich nay nham vao céc td
chirc thudc nganh nang lwong, quan sw, va chinh phu tai cac qubc gia Déng va Péng

Nam A, bao gdm Viét Nam, Pai Loan, va Han Quéc.

«  Mau ma ddc thr hai st dung file .msc nham trién khai ma doc PlugX nham t&i cac don

vi Chinh pha tai Viét Nam.

APT, Campaign, Malware a
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Sample 1

2 % chi dao v yeu ciu kiém tra, giém sat tinh hinh hoat déng clia cac dan vi |trong ném 2024 - Message (HTML)

File Message  Help Q Tellme 1t to do

i ~ [ archive ] move~ Reply & Reply All Forward All apps | 57 B8 categorize~ [ Follow up ~ O Find (D search | A Readaloud [1]} immersive Reader b Translate~ | O zoom | -+
e N

V& chi dao va yéu cau kiém tra, giam sat tinh hinh hoat déng ctia cac dan vi tfrong nam 2024

) Reply | ) Reply Al

Nguyen Thanh Van <thanhr
To

NT

Husdn y haat déng cila timg dan vi ném 2024zip
zip File

Theo chi dgo ciia Hoi dong thanhvién  va Quyat dinh 53 | nghy 14/12/2023, Nhm dam bio céc hoat déng ciia cac don vi dat hidu qua cao va tuan thii cac quy dinh hign hanh,  yéu cau cac don vj thyc hign cdc buéc sau:

Kiém Tra Hidu Qua Hoat Dang: Giri bo céo chi tiét v& higu qua hoat dBng 6 théng d3u n3m 2024, néu r8 két qua, khé khin va giai phép.

Gidm Sét va Danh Gid: Thyc hién gidm sét va danh gid theo huéng diin clia . dam béo tuan th cac quy dinh hién hanh.

Béo Céo va D& Xudt: Béo co dinh ki vé tinh hinh thy hién va céc vén d& g3p phai. Béo céo kip théi néu c6 vin d& anh huéng dén hogt ddng.

Théng tin chi iét v& céc don vi xem trong ti lidu dinh kém.

Threat actor khéi tao tAn cdng théng qua viéc glvi email phishing t&i ngudi dung dinh kém tép

tin dwg'c nén trong file .zip.
Kiém tra email dwoc glri dén ghi nhan cac thong tin:

« Tén email: Vé chi dao va yéu cau kiém tra gidm sat tinh hinh hoat déng cta cac don vi
thudéc [REDACTED] trong nam 2024

* Nguw¢i gvi: Nguyen Thanh Van <thanhnvs@outlook.com>

« Tép tin dinh kém: Hwéng dan va yéu cau kiém tra, giam séat hoat ddong cua tirng don vi

nam 2024.zip

Giai nén tép tin dinh kém thu dwoc tép tin dinh dang .msc véi biéu twong gid mao file PDF.

APT, Campaign, Malware
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Giai nén tép tin dinh kém thu dwoc tép tin dinh dang .msc v&i biéu twong gid mao file
PDF. Khi nguwoi dung thwe hién mé tép tin dinh dang .msc, cac doan ma doéc hai sé dwoc khoi
chay thdng qua ki thuat tAn cdng GrimResource, tép tin decoy v.pdf ciing sé dwoc tai xudng tw
may chu C&C va dwoc m& nham Itra nan nhan, déng thoi thyee thi shellcode déc hai trong bd

nhé cua nguwdi dung bi anh hwéng.

Tép tin hop phép bi lam dung

—.[&

EXE
|

AppDomain Manager Injection Trigger Via Configuration

C# DLL malicious

Threat

Actor
Taixudng
N7 Email phishing dinh kém
n duwéng tép tin nén

Tép tin .msc gid mao PDF

CobaltSirike

T “
«‘}l Trién khai thém ma ddc CobaltsStrike

Ki thuat tAn cong GrimResource thu dwoc trong file .msc gém céc buéc:

« S dung biéu twong gid mao file .pdf dé hién thj thay cho biéu twong gbc cia file .msc.
+ Khai thac 16 héng trong aspd.dll dé load Javascript URI.

« S dung MSXML method (XSL transformation) va DotNetToScript dé thwc thi VBScript
payload.

Cac tép tin doc hai dwoc tai xudng twr dia chi C&C footracker-statics.s3[.]sa-east-
1[.Jamazonaws[.Jcom, dwoc lwu tai cac dwdng dan C:\User\Public\Music va C:\User\Public. Qua
trinh thwe thi cac tép tin nay cling nhw cac payload ké tiép dan dén muc tiéu cudi cung 1a trién
khai 1 mau ma ddc CobalStrike trén may cac nan nhan (Phan tich chi tiét xem tai

https://ncsgroup.vn/grimresource-in-the-wild-ma-doc-nham-muc-tieu-viet-nam/).

APT, Campaign, Malware g
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Cg) NCS B&o cao tébng két an ninh mang Viét Nam 2024

Sample 2

Pén dau thang 09/2024, ddi ngli Threat Intelligence NCS ghi nhan thém cac tép tin .msc
doéc hai gia mao tai liéu st dung dinh dang PDF va Words co6 tén file la Pg 151 vv nghi le
Quoc khanh 2.9.msc.1 va BCTT 02.9 AM Final.docx.msc. Tuy cung st dung ki thuat
GrimResource nhwng cach thirc trién khai ma déc trong VBScript payload khac véi cac mau
trwdc do khi threat actor st dung Windowsinstaller.Installer, tai xubng ma doc & phase tiép

theo thong qua method InstallProduct va dat gia tri UlLevel la 2 (Silent Installation).

Tép tin hop phap bi lam dyng dé

Threat load DLL déc hai

Actor
Nha (drops) ﬁ
. va thuc thi

Email phishing dinh kém duéng Téi xung tép tin .msc

. PR duoc eu trir trén co s
dan (link) tré t&i HTML 1Y -
an (ink) ol ha tang cua threat actor

Tai xuung va cai dat

Loads

PlugX payload

Nim loader DLL
Loads into memory
-
N C&C proxy
: Bt o) 01010101
e 011001 _
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Cg) NCS B&o cao tébng két an ninh mang Viét Nam 2024

2.4. Cdc bién thé Mobile banking Trojan nhdm vao cdc té chirc tai chinh, ngan hang

Viét Nam

Cudi nam 2023, cac bao cao mé ta vé phan mém doc hai c6 tén GoldDigger nham dén hon 50
&ng dung, vi dién tk/tién dién tl thudc céac té chirc tai chinh tai Viét Nam. Mau ma déc duwoc
phat tan théng qua cac trang web gid mao nén tdng Google Play Store, c4c apk mao danh cac
don vi uy tin tai Viét Nam, lam dung tinh nang tro nang trong thiét bi mobile dé trich xuét théng
tin c& nhan, danh cap théng tin ddng nhap rng dung ngan hang, chan bat cac tin nhan SMS va
thwe hién nhiéu hanh déng khac nhau. Cac mau ma doc nay s dung Virbox Protector, mét
phan mém hop phép cung cip kha nang che gidu va ma héa ma ngudn, gay khoé khan trong

qué trinh phan tich.
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PROTECT YOUR SUCCESS

Cg) NCS B&o cao tébng két an ninh mang Viét Nam 2024

Qua trinh theo ddi tiép tuc phat hien ma déc GoldDiggerPlus, GoldKefu va GoldPickaxe dwoc
phét trién tlr GoldDigger. Trong d6 mé rdng céac tinh nang trong GoldDiggerPlus va GoldKefu
cho phép thwc hién cac cudc goi thoai t¢i nan nhan. Véi GoldPickaxe, ma déc nham dén ca
nguwoi ding nén tang iOS, lam dung nén tang TestFlight clia Apple dé phat tan ma déc. Mot
cach thire tAn cong khéac tinh vi hon Ia Itra ngudi dung s dung MDM (Vmware WorkSpace
ONE - Mobile Device Management) dé kiém soét cac thiét bj ciia nan nhan. Ma déc thu thap
thdng tin ca nhan cta nguoi dung, tin nhadn SMS va di¥ liéu nhan dang khudn mét. Bé khai
thac dir liéu sinh trc hoc bi danh cép tlr ngudi, ké tAn cong tao deepfake théng qua céac dich
vu st dung Al hoan dbi khudn méat nham truy cap trai phép vao tai khodn ngan hang ctia nan

nhan.

@)

X~
VMware
Workspace ONE

Qua trinh phan tich thém mét s6 mau nhdm t&i té chirc tai chinh Bdc My, trong ma ngudn
sau khi decomplier ciing chira mét sb thong tin lién quan dén mét sé tai chinh/ngan hang tai

Viét Nam.

Mot loai ma doc khac cé tén Gigabud cling dwoc ghi nhan, gia mao dudi cac (rng dung hoac
ban cap nhat hop phap duwoc thiét ké dé chan bat théng tin 'ng dung ngan hang va céac div
liéu nhay cam khéac, cac phan tich cho thay c6 nhirng dac diém twong déng véi GoldDigger

trong ma nguén .
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Ngoai ra, ddi ngli NCS cling ghi nhan s gia tdng dang ké clGa trng dung doc hai SpylLoan
trén toan cau v&i hon 8 triéu lwot cai d&t dwoc phat hién trén Google Play, cu thé tiv cubi quy
2 dén cudi quy 3 ndm 2024, sb lwong ng dung va thiét bi nhiém ma déc tang hon 75%. Day
la mét loai ’ng dung di ddng giad dang dwéi hinh thire cac ng dung cho vay trwc tuyén hodc
dich vu tai chinh, sau dé bang céc kj nghé x& héi Ira ngwdi ding cung cip quyén truy cap tin
nhan SMS, lich st cudc goi, danh ba va camera. Khi ngu®i ding cip phép, ng dung sé thu
thap cac dir liéu nhay cam nhuw thdng tin nhan dang ca nhan, di liéu tai khoan ngan hang, dir
liéu thiét b

SPYLOAN-=;

MALWARE ;
A Growing Threat to Android Users ‘ J
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Cg) NCS B&o cao tébng két an ninh mang Viét Nam 2024

2.5. Gia tang hoat déng ctia cac nhém téi pham mang c6 nguén géc tur Viét Nam

Trong nam 2024, gia tang sb lwong cac hoat déng tan céng dwoc cho xuét phat tir cAdc nhém
tan cong Viét Nam, phat trién va s dung cac stealer nhdm muc tiéu chinh dén viéc an cap
thdng tin trinh duyét, tai khodn Facebook nham thu lgi tai chinh tir cAc hoat ddng nay. Dac diém
chung cua cac threat actor nay la st¢ dung cac ngdén nglr nhw Python, C#, thuan lgi cho qua
trinh phat trién stealer, phat tan ma doc théng qua cac tin nhan hoac bai dang Ilra dao trén
Facebook va sir dung cac bot ctia Telegram ho&c Discord lam noi lwu di liéu bj danh cap, ndi

bat nhuv sau:

CH PYTHON

- Braodo Stealer, phan mém danh cap théng tin dwoc viét bang ngdn ngir Python, nhdm muc
tiéu chinh la ngwdi dung & Viét Nam va mé rdng sang cac nan nhan & Hoa Ky, Chau Au va
moét sd qubc gia chau A. Pwgc phéat tdn chi yéu théng qua cac chién dich Ilra dao
(phishing), Braodo s dung cac kho lwu tr(r ma ngudn mé GitHub va VPS tai Singapore
nham lwu trir cac tép tin doc hai. Phan mém déc hai cho phép danh cap di liéu tr cac trinh
duyét khac nhau, bao gém Chrome, Firefox, Edge va Cbc Céc thu thap cac thong tin dang
nhap da lwu, cookie va cac théng tin khac dwoc lwu tri trén trinh duyét, mot sé phién ban
nham muc tiéu vao dir liéu Facebook, théng tin thé tin dung va vi tién dién t& nhw Coinbase

va Binance.
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2@ GROUP-IB

Cac thanh pho la muc tiéu hang dau:

VietCredCare ot B

2 ) ) Thanh phé H6 Chi Minh - 32.9%
Loai hinh: ), ) ; 61 Co quan chinh phu D3 NSng -3.3%
s,

Ma ddc danh cap v | it Cac cong thong tin dia
thong tin \ ', -~ phuong

4 Jac tinh nang dang ¢
Céc ngan hang Cac tinh nang dang chu y
Hoat dong
T it nhat thang f
8 nam 2022 ¢ > <1 Céc trudng Dai hoc

. A 14 « Kha ndng loc ra cac théng tin
Cacd h nghiép 161 oh 2
¢ coanh nghizpidn dang nhap Facebook
. ) « Xac dinh xem hd sd Facebook
i K. (1 Céactochircldn c6 phai la tai khoan kinh
Vi tri dia ly v doanh
3 ) efe Céc tai khodn mang xa

* | Viét Nam 4 hoi + Kiém tra xem tai khoan c6 dang

con s8 du quang cdo Meta Ads

« VietCredCare, stealer cung céap theo hinh thirc stealer-as-a-service, xam pham théng tin
dang nhap clia ngwdi dung tai 9 co quan chinh phu Viét Nam, Céng dich vu cong Quéc gia
cia 12 tinh/thanh phd, 65 trwdng Pai hoc, 4 san thwong mai dién t&r, 21 ngan hang, 12
doanh nghiép I&n cda Viét Nam cung véi 1 s6 lwong Ién tai khodn truyén thdng, cac té chirc
nan nhan dwoc xac dinh & 44 trong sb 63 tinh thanh cta Viét Nam. Muc tiéu chinh nhdm
dén thong tin tai khoan Facebook, dac biét 1a cac tai khodn doanh nghiép, tai khodn co
lwong theo dbi cao. Cac tai khodn bi danh cap cé thé bj loi dung dé dang tai cac ndi dung
lién quan dén chinh tri hodc thu lgi tai chinh théng qua gri cac lién két Ira ddo, hodc giao

ban théng tin xac thyc.

« SteelFox, phan mém danh cap théng tin va khai thac tién dién ttr, gid mao cac phan mém

crack cho cac chuwong trinh AutoCAD, JetBrains va Foxit PDF Editor dé lay nhiém SteelFox

« PXA Stealer, phat tan théng qua email Ilra ddo, dwoc thiét ké dé 1ay cap thong tin nhay cdm
cta nan nhan, bao gém théng tin ddng nhap cla cac tai khoan tryc tuyén, ng dung VPN,
phan mém FTP, théng tin tai chinh, di¥ liéu tr cac (rng dung game, cookie Facebook, tr dé
tir d6 truy cap va twong tac véi Facebook Ads Manager va Graph APl nham thu thap di liéu

quang céo, phuc vu cac hoat ddng bat hop phap.
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2.6. Khuyén nghi
v Kiém tra va va 16i dinh ky:

Uu tién va cac 16 héng trén Microsoft Exchange (ProxyLogon, ProxyNotShell), Oracle, Citrix

Gateway, Zimbra, va Cisco ASA SSL VPN, nhirng muc tiéu phd bién cua tin tic.

Tang cwong kiém tra cac ing dung ndi bd va ma ngudn tw phat trién dé& phat hién va stra 16i

cho phép bypass authentication hoac upload file tuy y.
v Giam thiéu bé mat tan céng:

Han ché céac thanh phan facing ra Internet khéng can thiét hoac ap dung céac bién phap bao vé

nhw WAF (Web Application Firewall).
v Tan dung téi da nguén tin tinh bao mang

NCS khuyén nghi céc t6 chirc, doanh nghiép cap nhat cac loCs tir cac chién dich tan céng, sw
cb bao mat, ma déc vao cac gidi phap bao mat nham nang cao nang lwc phong thad, gidp giam

sat va phat hién sém cac dau hiéu, hanh vi bat thuwéng trén hé théng.
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3. Méi de doa vé dir liéu va tai khoan tai Viét Nam

3.1. Thwe trang rao ban dir liéu, 16 lot tai khoan tir ca nhan dén té chirc

3.1.1. Téng hop thong tin, s luong di liéu bi 16 lot

N&m 2024, tinh trang 16 lot va rao ban di¥ liéu ca nhan, té chirc tai Viét Nam tiép tuc dién bién
phirc tap. Hang tram triéu ban ghi, véi dung lwong 1én dén hang chuc GB, da bj chia sé va rao
ban céng khai trén cac cho den, dién dan ngam va dark web. Cac di liéu bi 16 lot bao gbm
thdng tin ca& nhan clia nguoi dung, nhw tai khoadn ngan hang, hé so eKYC, di¥ liéu giao dich, va
ca di¥ liéu nhay cdm cua cac t6 chirc, nhuw théng tin truy cap hé thdng hay tai liéu ndi bd quan

trong.

Tong so6 lwong dir liéu rao ban/ 16 lot

Linh vuc
Ban ghi GB

1 | Mang x& hoi 192.192.603 N/A
2 | Kinh doanh/ Ban 1é 29.958.350 10GB
3 | Van chuyén 15.571.196 N/A
4 |Yté 12.076.315 N/A
> | Dich vy 12.009.083 N/A
6 | Taichinh 10.007.276 N/A
7 | cong nghé 9.508.639 N/A
8 | Thwong mai dién ter 2.458.892 N/A
9 | Thyc pham 1.871.262 N/A
10 | Dulich 760.000 N/A
11 | Truyén thong/Giai tri 577.912 N/A
12 | Hang khong 50.000 N/A
13 | Gido duc/ Bao tao 911.000 14GB
14 | Chinh phu 6.000 N/A

Méi de doa vé di liéu va tai khoan tai Viét Nam ﬂ
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Cﬁ) NCS B&o céo téng két an ninh mang Viét Nam 2024

3.1.2. Phén chia theo nhém nganh

Top 5 linh vwe c6 sé lwong cac théng tin rao ban,
~ ~ PN A= ~
16 lot dir liéu noi bat

250
200 192.19
150
100
50 2996 10 15.58 12.27 12.01 17 508
0 . — — .
Mang xa hdéi  Kinh doanh/  Van chuyén Y té Dich vu N/A
Ban 1é

W Ban ghi M Ghigabyte

N/A
6%

Dich vu
4%

KINH DOANH/BAN LE Van chuyén
6%

VAN CHUYEN

TY LE SO LUONG
BAN GHI Bl LO LOT THEO
LINH VU'C TRONG NAM 2024

Kinh doanh/Ban lé
11%

DICH VU

Mang xa hoi
69%
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PROTECT YOUR SUCCESS

3.2. Nhan dinh va danh gia tir chuyén gia

M6t trong nhirng nguyén nhan chinh gay ra tinh trang nay la sw |y nhiém ma doc tw
céc thiét bj c4 nhan. D&c biét, cac loai ma ddc danh cap thong tin (info-stealer malware)
da loi dung sw bat can clia ngudi ding khi tai phdn mém khong rd ngudn gbc, sir dung
phan mém crack hoac x& ly cac email la. Nhirng hanh vi nay tao diéu kién cho ma doc

xam nhap va danh cap théng tin nhay cdm qua trinh duyét hodc cac kénh khac.

Ngoai ra, hé théng bao mat tai nhiéu céng ty, té6 chirc van con ton tai nhiéu 16 héng
va diém yéu. Nhitng 16 hdng nay khéng chi khién hé thédng dé bj tAn cdng ma con cho

phép tin tac truy cap va danh cap di liéu ndi bd quan trong.

Tinh trang trén khéng chi gay ton that I&én vé mat di liéu ma con dat ra yéu cau cip bach
trong viéc nang cao nhan thirc vé& an ninh mang, ddng thdi tdng cwdng cac bién phap

phong ngira dé bao vé dir liéu ca nhan va td chirc.

Mbi de doa vé di¥ liéu va tai khoan tai Viét Nam E
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3.3. Céac giai phap va khuyén nghi bao mat

NCS dé xuat céc giai phap hiéu qua gilp doanh nghiép va td chirc bao vé tai khodn ciing

nhw di¥ li&u nhay cdm trwdc cac rii ro tiém an:

o O

Chu dong

kiém tra va

N - ©

Quan ly truy cap

o O

Pao tao va

. d néang cao
chat ché

N

khac phuc n .
nhan thirc

.

hé théng

N

« Chu dong kiém tra va khac phuc hé thdng: Thwong xuyén ra soat, danh gia hé
thdng dé phat hién kip thoi cac diém yéu, 16 hdng. Lén ké hoach x& Iy va cap nhat cac
ban va m&i nhéat cho cac san pham, giai phap trong hé théng.

« Giam sét an ninh mang: Trién khai hé théng giam sat d& nhanh chéng phat hién va
ing pho véi cac hanh vi bat thuwdng trong mang luai.

*  Quan ly truy cap chat ché: Ap dung nguyén téc quyén truy cap téi thiéu (least
privilege) va sir dung xac thwc da yéu té6 (MFA) nhdm gidm nguy co xam nhap trai
phép.

- Pao tao va nang cao nhan thirc: T chire cac budi tdp huan dinh ky nhdm nang cao

nhan thirc va ky nang bao mat an ninh mang cho toan bd nhan vién.

Méi de doa vé dir liéu va tai khodn tai Vit Nam
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4. L6 héng bao mat

4.1. Téong hop céc 16 héng bao mat trén san pham Microsoft

Thoéng ké s6 lwong CVEs trén
Cac san phém Microsoft trong nam 2024
160
140
120
100

80

60

40

ibilii
0

Thang Thang Thang Thang Thang Thang Thang Thang Thang Thang Than Thang
01/2024 02/2024 03/2024 04/2024 05/2024 06/2024 07/2024 08/2024 09/2024 10/2024 11/2024 12/2024

Trong nam 2024, Microsoft da phat hanh ban vé cho tdng cong 1,020 16 h6ng trén nhiéu san pham
quan trong nhw Windows, Windows Components, Office, Office Components, Azure, .NET Framework,

SQL Server, Hyper-V va nhiéu san pham khac.

Critical
3% Moderate
4%

41 16 héng duoc danh gia & mue ds Moderate.

951 16 héng duoc danh gia & mee do Important.

28 16 hong duoc danh gia & mac do Critical.

Important
93%

L6 héng bdo mét
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4.1. Téng hop cac 16 hdng bao mat trén san pham Microsoft

Top 516 hong co6 s6 lwong nhiéu nhat

450
400
350
300
250
200
150
100

: HE = =
0

Elevation of Information Security Feature
Privilege Disclosure Bypass

Loai 16 héng Sé lwong
1 RCE 410
2 Elevation of Privilege 294
3 DoS 101
4 Information Disclosure 88
5 Security Feature Bypass 84

L6 héng bdo mat
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4.2. Téng hop cac 16 hdng bao mat trén cac san pham khéc

Trong n&m 2024, NCS ghi nhan céc |6 hong ndi bat trén cac san pham khac. Day déu la
cac 16 hong trén cac san pham pho bién dwoc st dung trong méi trwdng doanh nghiép.

S NI . . a __
frocie | (@) | el cieix | vanti | @ genns

net>scaler veeaM vmware ZABBIX SONICWALL' Q Firefox

°
. 4 oA
4/ paloalto splunk> v ManageEngine ORACLE e
SO I NDS OpManager WEBLOGIC CHECK POINT|

« San pham Apache (Apache HTTP Server, Apache Struts) ghi nhan 3 16 héng trong do
2 16 héng danh gia mirc d6 Important va 1 16 héng danh gia mrc do Critical. Cac 16
héng nay bao gdm 16 héng cho phép tiét 16 cac théng tin nhay cdm, va 16 héng cho

phép ké tn cong upload file ddc hai tir d6 thwe thi ma tir xa.

« San pham BIG-IP ghi nhan 3 16 héng dwoc danh gia mirc dé High. Trong dé 2 16
héng cho phép ké tan cong thu thap cac thdng tin nhay cdm, 1 16 héng cho phép ké tan

cong leo thang dac quyén.

L6 héng bdo mét
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San pham Citrix (Citrix NetScaler ADC and Gateway va Citrix Session Recording): ghi
nhan 5 16 héng trong dé 2 16 héng dwoc danh gia mire dé High va 3 16 héng dwoc danh
gia mirc ddé Medium. C4c 16 hdng nay chu yéu 14 16 héng cho phép ké tn cong thwc thi ma

tor xa va 16 héng leo thang dac quyén trén hé thdng bi anh hwéng.

San pham lvanti (lvanti Cloud Services Application, lvanti Connect Secure, Ivanti Connect
Secure & Policy Secure): ghi nhan 8 16 héng trong dé 6 16 héng dwoc danh gia mirc do
Critical, 2 16 héng dwoc danh gia mire d6é High. Cac 16 hdng nay chi yéu 1a 16 hdng cho

phép ké tAn cdng thyc thi ma tlr xa trén hé théng bi anh hwéng.

San pham Jenkins: Bao gém 2 16 héng trong dé 1 16 héng dwoc danh gia mirc do
Critical, 1 16 héng danh gia mirc dé Medium. Ca hai 16 hdng nay déu 1a 16 hdng cho phép

ké tAn cong thu thap cac di liéu nhay cam.

San pham NetScaler (NetScaler Console, NetScaler SDX, NetScaler Agent) bao gébm 2 16
hdng trong d6 1 16 héng dwoc danh gia mirc dd Critical, 1 16 héng dwoc danh gia mirc
dd High. Cac 16 hdng bao gébm 16 héng cho phép ké tAn cong doc va truy cap vao cac div
liéu nhay cdm. Ngoai ra, t6n tai 16 héng tir chéi dich vu, khai thac 16 hdng yéu cau ké tan
céng c6 quyén truy cap vao dia chi IP ctia NetScaler Console, NetScaler Agent, NetScaler
SDX (SVM).

San pham Palo Alto (Palo Alto Networks GlobalProtect, PAN-OS, Palo Alto Networks
Cortex XSOAR, Palo Alto Networks Expedition) ghi nhan 10 16 héng trong d6 1 16 héng
dworc danh gia mlre d6 Critical, 3 16 héng dwoc danh gia mirec dd High va 6 16 héng
dwore danh gia mire dé Medium. Céc 16 hdng nay chi yéu 12 16 hdng cho phép ké tan cong

leo thang d&c quyén, 16 hdng thuc thi ma tr xa (RCE), tAn cong DOS va doc file tuy y.

L6 héng bdo mét
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« San pham Splunk (Splunk Enterprise va Splunk Secure Gateway) ghi nhan 3 16 héng dwoc
danh gia mirc dd High trong d6 2 16 hdng cho phép ké tAn cong thwe thi ma tr xa va 1 16

hdng cho phép doc théng tin nhay cdm trén hé thdng bi &nh hwéng.

« San pham Veeam Backup & Replication: ghi nhan 8 16 héng trong d6 5 16 héng danh
gia mirc d6 Critical va 3 16 hdng dwoc danh gia mirc dd High. Cac 16 héng nay chud yéu
la 16 hdng cho phép ké tan cong thwe thi ma tlr xa, 16 héng vwot qua co ché xac thuc, 16

hdng 16 lot théng tin nhay cam...

« San pham VMware (VMware SD-WAN Edge va VMware vCenter Server): ghi nhan 9 16
héng trong d6 4 16 héng mirc dd Critical, 3 16 héng dwoc danh gia mrc d6 High, 1 16
héng danh gia mrc d6 Important va 1 16 hédng danh gia mirc dé Moderate. Cac 16 héng
nay chu yéu la cac 16 hdng cho phép ké tan cong thuc thi ma tir xa, 16 hdng leo thang dac

quyén, 16 hdng cho phép thwc thi cac doan ma ddc hai, va 16 hdng bd qua xac thuec ...

« San pham Zabbix: ghi nhan 5 16 hdéng trong dé 4 16 héng dwoc danh gia mrc do
Critical, 1 16 héng dwoc danh gia mirc d6 High. Céac 16 hdng nay bao gdm 16 hdng cho
phép ké tan cong leo thang ddc quyén, 16 héng thyc thi ma ghi nhan 1 16 héng dwoc danh

gia v&i mipc do Criticaltly xa trén hé thdng bi anh hwéng.

« San pham SonicOS: ghi nhan 1 16 héng dwoc danh gia véi mirc d6 Critical. L6 hdng
cho phép ké tan cong truy cap trai phép vao cac tai nguyén cla hé théng, c6 thé dan dén

tinh trang crash firewall.

- San pham SolarWinds (SolarwWinds Access Rights Manager (ARM), SolarWinds Platform)
ghi nhan 10 16 héng trong d6 1 16 héng dwoc danh gia véi mirc d6 Medium va 9 16
héng dwoc danh gia mirc dé Critical. Cac 16 héng bao gdm 16 hdng cho phép ké tan cong
thu thap théng tin nhay cam, 16 héng thwec thi ma tir xa, 16 hdng cho phép ké tan céng doc va

x6a file tuy y, 16 hdng Race Condition.

L6 héng bdo mét
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San pham Firefox: ghi nhan 1 16 héng dwoc danh gia mlrc dé Critical. L& hdng nay cho
phép ké tAn cong thuwc thi ma tr xa va sandbox escape anh hwéng dén Firefox thdp hon
phién ban 124.0.1.

San pham Check Point Security Gateways ghi nhan 1 16 héng dworc danh gia mirc do

High. Day la 16 héng 16 lot théng tin trong Check Point Security Gateways.

San pham ManaEngine OpManager: ghi nhan 1 16 héng dwoc danh gia mirc dé High.

Day 1a 16 héng Path Traversal trong tinh ndng UploadMib cia ManaEngine OpManager

San pham Oracle WebLogic: ghi nhan 1 16 héng dwoc danh gia mrc d6 Critical. Lb

héng nay cho phép ké tAn cong khdng xac thwe chiém dwoc quyén kiém soat may cha.

San pham Confluence Data Center and Server: Ghi nhan 1 16 héng dwoc danh gia muc

dd High. L& hdng nay cho phép ké tan cong thwc thi cac doan ma tly .

L6 héng bdo mét
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4.3. Cac 16 héng bao mat néi bat 2024

NCS ghi nhan cac 16 héng méi dwoc cong bd trong ndm 2024, déng thei nhan dién nhirng
trwdng hop cac 16 hdng nay bj khai thac trong cac chién dich tan cong thwc té. Cac nhém tan

céng da tan dung nhirng 16 héng nay dé gianh quyén truy cap ban dau vao hé théng ctia muc

tiéu, m& dwdng cho cac hoat déng tn cong phurc tap tiép theo.

_ San pham bj
STT Thong tin chung
anh hwéng
CVE- o Bypass authen cho phép ké tan _
Authentication . Ivanti Connect _
1 2023- cbng truy cap vao cac tai High
Bypass _ ) Secure VPN
46805 nguyén bi han ché

Tén tai 16 hbng command

injection cho phép ké tan cong

CVE- thwe di doan code doc _
Command ) - Ivanti Connect N
2 2024- hai. Pwoc két hgp véi 16 hdong Critical
Injection Secure VPN
21887 CVE-2023-46805 tao thanh bug

chain nham trién khai da dang

cac loai webshell.

Tén tai 16 hdng RCE trong
Microsoft Outlook, khai thac

Microsoft ,
CVE- thanh cong cho phép danh cap
Outlook _ N
3 2024- thong tin dang nhap Windows Microsoft Critical
Remote Code
21413 _ NTLM va thyc thi ma tuy y ma
Execution

khéng can sy twong tac cla

nguoi dung.

L& héng bao mét E
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Théng tin chung San phdAm  Murc do
Internet \ x . z
TOn tai 16 hong vwot qua co
CVE- Shortcut Files . _
_ ché bao mat trong Microsoft _ _
4 2024- Security . Microsoft High
Defender SmartScreen nham
21412 Feature Bypass .
N trien khai ma doc
Vulnerability
Microsoft
Exchange X x o .
CVE- Ton tai 16 hdng leo thang dac Microsoft
Server . _ N
5 2024- _ quyén trong Microsoft Exchange Critical
Elevation of
21410 o Exchange Server Server
Privilege
Vulnerability
Tén tai 16 hédng RCE trong
_ Microsoft Outlook, khai thac
Microsoft .
CVE- thanh céng cho phép danh cap
Outlook Remote _ N
6 2024- Cod théng tin dang nhap Windows Microsoft Critical
ode
21413 _ NTLM va thyc thi ma tuy y ma
Execution . .
khéng can sy twong tac cua
ngudi dung.

L6 héng bdo mét
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STT MA&aCVE Théng tin chung San pham
Arbitrary File
Creation Leads Tén tai 16 héng command
CVE- o ] Palo Alto
to OS inject cho phép ké tan céng N
7 2024- _ Networks Critical
Command thwe thi doan ma tuy y voi
3400 o . PAN-OS
Injection dac quyén root
Vulnerability
Tén tai 16 héng cho phép ké Cisco ASA
CVE- Local Code i
tan cong duwoc xac thyce thwe | Software va
8 2024- Execution . High
- thi ma tlr xa v&i dac quyén FTD
20359 Vulnerability
root. Software
Tén tai 16 use-after-free trong
CVE- _ S
Use after free in than Visuals cta Google Google
9 2024- _ ) Critical
1671 Visuals Chrome cho phép ké tan Chrome
cbng escape sandbox
CVE-
2024-
4947/ _ Type confusion trong V8 Google _
10 Type confusion _ _ High
CVE- engine cho phép thyc thi ma Chrome
2024-
5274

L6 héng bdo mét
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Tén 16 héong

Théng tin chung

CVE-
Out-of-bounds | Out-of-bounds write trong V8 Google _
11 2024- _ _ High
write engine Chrome
4761
Windows
Ve MSHTML L& héng vwot qua cac co
Platform ché bado mat OLE mitigations Important
12 2024- _ _ Microsoft
Security trong Microsoft 365 va
30040 _ _
Feature Bypass Microsoft Office
Vulnerability
Windows DWM
CVE- Core Khai thac thanh cong cho
Library : L _ Important
13 2024- Elevation of phép thwc thi dwdi dac Microsoft
30051 Privilege quyén hé théng
Vulnerability
PHP (cai
\ X . dat trén hé
CVE- Ton tai 16 hong cho phép ké .
Remote Code ) . diéu hanh _
14 2024- tan cong khéng can xac thyc High
Execution _ Windows
4577 thwe thi doan ma tuy y
st dung
CGI mode)

L6 héng bdo mat
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STT Tén 16 héng Théng tin chung San pham
OpenSSH Server
oVE Remote Ton tai 16 héng race-condition
Unauthenticated trong ssh cho phép ké tan _
15 2024- _ OpenSSH High
Code cong thyc thi doan ma tuy y
6387 _ . .
Execution v&i quyén root
vulnerability
Windows Mark of . o
CVE- _ Ton tai 16 hong bypass co
the Web Security i Moderate
16 2024- ché bao mat trong Microsoft
Feature Bypass
38213 SmartScreen
Vulnerability
Java
CVE- S . g SolarWinds
Deserialization Ton tai 16 hong cho phép ké
17 2024- i _ Web Help Critical
Remote Code tan céng thyc thi ma tir xa
28986 _ Desk
Execution
PHP (cai dat
X . trén hé diéu
CVE- Ton tai 6 hong cho phép ké
Remote Code i . hanh .
18 2024- _ tan cong khéng can xac thuc _ High
Execution _ Windows st
4577 thwc thi doan ma tuy y
dung CGl
mode)
CVE- Tén tai 16 hdng cho phép ké .
Remote Code i . Zimbra N
19 2024- _ tan cong khéng can xac thuc . Critical
Execution Collaboration
45519 thwe thi ma tir xa

L6 héng bdo mat n
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Ma CVE Tén 16 héng Théng tin chung San pham Mirc do
CVE- Ton tia 16 hong cho phép ké
Privilege escalation i R _
20 2024- tan cbng néng cao dac quyéen F5 High
in BIG-IP monitor .,
45844 hoac stra d0i cau hinh
Ton tai 16 hong bé qua xac
thwe trong Palo Alto
o Networks PAN-OS cho phép
Authentication i .
CVE- _ ké tan cdng khbng can xac Palo Alto
Bypass in the . N
21 2024- thwc co quyen truy cap vao Networks Critical
Management Web
0012 Management Web Interface, PAN-OS
Interface . _ .
nham gianh dac quyén
administrator ttr do thuwe hién
cac hoat déng doc hai khac
Ton tai 16 hong leo thang dac
Privilege Escalation %
o quyeén trong Palo Alto
CVE- (PE) Vulnerability in Palo Alto
Networks PAN-OS cho phép
22 2024- the Web . Networks Medium
ké tan cong thwc hién cac
9474 Management PAN-OS
hoat déng déc hai véi dac
Interface .
quyeén root.

4.4. Khuyén nghij

NCS khuyén nghj cac t chirc, doanh nghiép thwc hién ra soat va Ién ké hoach cap nhat ban va

cho céac 16 héng bdo mat theo hwéng dan ctia hidng d& dam bao an toan an ninh théng tin hé

théng.

L6 héng bdo mét
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IV. DU POAN XU HPONG 2025
1. Dwb&o vé cAc méi de doa sap t&i

Dwa trén cac sw kién an ninh mang va xu huwéng cdng nghé dién ra trén toan cau, chung téi da
phan tich va dwa ra nhan dinh vé cac hé théng c6 kha nang tré thanh muc tiéu “wa thich” cta

hacker tai Viét Nam trong vai nam toi:
Hé théng déam may: Vung dat hira cda tin tic

Trong bbi cdnh chuyén dbi sé6 dang dién ra manh mé, nhiéu td chirc va doanh nghiép tai Viét
Nam da dich chuyén sang s dung dich vu dam may nhuw AWS, Microsoft Azure hodc Google
Cloud. Tuy nhién, viéc thiéu cAu hinh bdo mat phu hop da khién cac dich vu nay tré thanh muc
tiéu ly twdng. Vu viéc xay ra trén Microsoft Azure vao thang 9/2023 Ia minh chirng dién hinh.
Microsoft da vo tinh st dung mét token SAS (Shared Access Signature) khoéng gi¢i han dé chia
sé di¥ liéu Al ma nguén mé. Sai 1am nay dan dén viéc 16 38 terabyte di¥ liéu, bao gébm ca khoa

ma hoa va mat khau.
Cach thire tin tac khai thac:

«  Quét tim cAu hinh sai: Tin tac st dung cac céng cu tw ddng nhw Shodan ho&c Censys dé

tim kiém cac dich vu dadm may v&i cAu hinh mé hodc thiéu ma hoa.

« Khai thac quyén truy cap khéng gidi han: Khi phat hién cac quyén truy cap méac dinh hoac

khong dwoc kiém soéat chat ché, tin tdc dé dang truy cap trai phép dé& danh cap div liéu

hodc chiém quyén diéu khién tai nguyén.

Dw bao vé cac mbi de doa sap toi
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Ngoai ra, mét hinh thirc xam nhap nguy hiém hon cta hacker vao cac hé thdng Cloud dé la
danh cép token va s dung né lam “chia khod” di vao bén trong. Token truy cap vén 1a cdng cu
dé xac thuc ngudi dung va duy tri cac phién lam viéc trén dich vu dam may. Vu tan codng
Storm-0558 vao thang 7/2023 1a mét minh chirng dién hinh. Nhém tin tdc Trung Québc da danh
cap khéa ky tén MSA (Microsoft Signing Key) tr méi trwdng g& 16i ctia Microsoft. Sau do,
ching tao cac token gia mao, cho phép truy cap trai phép vao email va tai khoan dam may cua
hon 25 t6 chirc, bao gbm cé cac co quan chinh pht Hoa Ky. M6t vi du khac vé viéc danh cap
token xay ra trong vu tan cong nhdm vao cong ty quan ly danh tinh Okta vao thang 10 ndm
2023. Tin tac da s dung théng tin ddng nhap bi danh cap dé truy cap vao hé théng hé tro
khach hang cua Okta. T d6, ching chiém dung céc tép HTTP Archive (HAR) do khach hang
tai 1én, chra théng tin quan trong nhw cookie va token phién lam viéc. Cac token nay sau doé
dwoc str dung dé chiém quyén kiém soat hé thdng va truy cap trai phép vao céac tai khoan cua

khach hang.

Cach thtre tin tac khai thac:

» S dung token ttr phién lam viéc ci: Tin tac khdi phuc token tir cac tép ghi nhat ky hoac bd
nh& hé thdng chwa dwoc x6a sach. Néu hé thdng khéng hiy token sau khi phién 1am viéc
két thac, tin tac co6 thé tai str dung dé truy cap trai phép.

« Lwa dao I4y ma xac thwe (Social Engineering): Tin tac gid danh nhan vién hé tro ky thuat

dé yéu cidu ma xac thuc da yéu td (MFA) hodc ma truy cap t ngwdi ding.

Dw béo vé cac mbi de doa sap toi
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1.2. Tan céng chuébi cung ng: Thach thdre nghiém trong déi véi an ninh mang toan cau

Tén cong chudi cung rng da va dang tré thanh mét trong nhirng mbi de doa I&n nhéat dbi voi
an ninh mang toan cau. Trén thwc té, doi ngii Redteam chia NCS tirng trién khai thi
nghiém PoC hinh thirc nay tai mét sb té chire & Viét Nam, minh chirng rd nét vé mirc dd nguy
hiém. Chi trong vong mét dén hai tuan, déi ngii ctia ching téi da cé thé xam nhap thanh
cdng vao ha tang khach hang — nhanh hon dang ké so véi thei gian mét dén ba thang

cua cac cudc tan cong Redteam truyén thong.

Khéc véi nhivtng phuong thirc tAn cong truc tiép, hinh thirc nay tap trung khai thac cac nha
cung cap dich vu hodc dbi tac trong chudi cung (rng dé tiép can hé thédng muc tiéu. Mot vi du
dién hinh 1a vu tdn céng vao rng dung VolP 3CX vao ndm 2023. Ca phién ban Windows va
macOS clia 3CXDesktopApp — mét s&n pham ctia 3CX Communications — da bj tAn céng, dan
dén viéc phat tan ma doc trén quy md I&n trong chién dich mang tén "SmoothOperator.” Chién
dich nay da anh hwéng dén hon 600.000 cong ty trén toan cau, va dwoc lién két véi nhém
Lazarus cla Triéu Tién (CVE-2023-29059).

Khoéng chi cac (rng dung thwong mai, chudi cung (rng phdn mém ngudén mé ciing 1a muc tiéu
dé bj tdn thwong. Nam 2024, céng cu nén dir liéu XZ Utils da tré thanh nan nhan khi tin tic
tham nhap dw an, chén backdoor vao ma ngudn chinh thirc. Sau khi phat hanh, backdoor nay
cho phép kiém soét tr xa nhiéu hé théng, bao gdm OpenSSH. L6 héng nay, dwoc ma hoa
CVE-2024-30942, dwoc danh gia & mdc nghiém trong nhat (mrc 10) béi NIST.

Nhirng cudc tdn céng chudi cung trng thwdng bat dau tir viéc khai thac 16 héng bao mat hoac
cac ky thuat Ira dao (phishing) nhdm xam nhap nha cung cép. Sau dé, tin tdc chén ma doc
hodc chinh stra ma ngudn, gay ra tac ddng day chuyén véi hau qua khén lwéng trén quy mé
l&n. D& dbi phd, cac td chirc can canh gidc hon trong viéc lwa chon va giam séat déi tac cung

cép dich vy, nham bao vé toan dién hé théng ctia minh.

D bao vé cac mbi de doa sap toi
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1.3.T4n cdng API: Nguy co’ tiém an trong an ninh mang hién dai

API (Application Programming Interface) dong vai trd quan trong trong viéc két ndi cac hé
thdng, (rng dung, va dir liéu. Mét théng ké gan day cho thiy trén 80% Ilwu lwong Internet toan
cau dwoc khéi tao bdi cac cude goi APl. Nam 2024, nhiéu cudc tAn cong API da gay ra nhirng
hau qua nghiém trong, lam ndi bat mc d6 nguy hiém cla loai hinh tAn céng nay. Mot 16 hdng
nghiém trong trong API cta Dell d3 bij tin tdc khai thac qua cdng déi tac (Partner Portal). Tin tac
loi dung 16i logic trong API, cho phép ching vwot qua co ché xac thwe va truy cap truc tiép vao
di¥ liéu ctia khach hang. Két qua 1a hon 49 triéu hd so khach hang bi ro ri, bao gdm thdng tin

ca nhan, lich st mua hang, va chi tiét thanh toan.

Phwong phap tan cong nay khdng can dén ky thuat phirc tap, nhwng viéc thiéu giam séat va
kiém tra logic kinh doanh ctia API d4 tao co hdi cho tin tic khai thac hiéu qua. Vu viéc lam tén
hai nghiém trong dén uy tin ctia Dell, déng thdi budc cong ty phai chi hang triéu USD dé xt ly

hau qua va cai thién hé théng

Trong mot sw cb khac, tin tdc da s dung cac khéa API bj 16 dé truy cap vao méi trwéng san
xuét ctia Dropbox. Ching khai thac hé théng dé thu thap div liéu khach hang, bao gébm théng
tin xac thwe da yéu té6 (MFA). Bang cach tan dung cac khéa API khéng dwoc bao vé, tin tic
khéng chi xam nhap hé théng ma con duy tri quyén truy cap trong thoi gian dai ma khéng bi
phat hién. Sy cd nay khdng chi lam 16 di liéu ctia hang triéu ngudi dung ma con gay ra lo ngai

vé kha ndng bao vé di¥ liéu trong méi tredng dam may ctia Dropbox

D bao vé cac mbi de doa sap toi a
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2. Nhirng c6ng nghé va dich vu phong vé méi

Trwdc sw gia tdng clia cac mdi de doa ngay cang tinh vi va khé dy doan, viéc trién khai cac
gidi phap va dich vu bao mat hiéu qua tré thanh yéu cau cap thiét. Dwdi day la mot sb goi y

ctia NCS gilp cac td chirc lwa chon gidi phap phu hop véi nhu cau va dac thu ctia minh:
2.1. Sw quan trong cua viéc bao vé “vong ngoai” v&i Attack surface managment

Trong ba nam qua, cac thwong vu I&n nhw Google mua lai Mandiant, Mastercard thau tom
Recorded Future, day déu 1a nhirng hdng bdo mat ndi tiéng véi nén tang tinh bao mang, da
khang dinh rang bdo mat hién dai cAn mét géc nhin toan dién vé bé mat tn cong — bao gém

dam may, loT, dark web va rti ro ttr bén th& ba.

Céc cdng ty CTI hang diu dang chuyén dbéi dé cung cép giai phap Quan ly Bé mat Tan cong
(ASM), gitp t6 chirc nhin nhan hé théng giébng nhw cach ké tdn cdng quan sat. V&i kha nang
nay, t chirc c6 thé xay dwng chién lwgc gidm thiéu rdi ro hiéu qué hon. ASM dang phat trién
manh mé véi tbc d6 tdng trwéng dw bao 30% CAGR dén nam 2030, nhanh gép dbi thi trwdng

bao mat chung.

ASM khéng chi hé tro' phat hién va khac phuc 16 héng trong hé théng ma con déng vai trd quan
trong trong quan 1y rdi ro chudi cung ’ng — mét linh viee ma nhiéu té chirc van chwa dau tw du.
V&i kha nang giam sat rai ro to déi tac va nha cung cip, ASM gidm nguy co' tAn céng qua cac
tai san khéng thudc quyén quan ly truc tiép. Diéu nay dac biét quan trong khi tAn cdng chudi

cung ng dang ngay cang gia tdng, nhdm vao cac dbi tac d& xam nhap hé théng muc tiéu.

Ngoai ra, ASM con tich hgp Cloud Security Posture Management (CSPM), dam bao cac hé
thdng dam may dwoc thiét 1ap dung chuan bao mat. Tinh ndng nay gitp phat hién 16i cdu hinh,
16 hdng API va cac quyén truy cap khéng hop 1&, bao vé dir liéu quan trong trong mdi trwdng

sd héa.

ASM khéng chi la gidi phap cong nghé ma con la cong cu chién lwoc gitp té chire chi dong

kiém soat an ninh, bdo vé toan dién trwdc cac mdi de doa phirc tap cua thé gisi sb.

Nhing cong nghé va dich vu phong vé moi
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2.2. Giai phap bao vé tiét kiém chi phi cho cac doanh nghiép vira va nhé - MDR

Trwdc yéu cau ngay cang nghiém ngat vé bao vé dir liéu ca nhan tai Viét Nam, cac doanh
nghiép Iwu trir va x&r ly di¥ liéu ngwdi dung budc phai trién khai nhirng phwong &n an ninh
mang béo vé. Tuy nhién, dbi v&i cac doanh nghiép vira va nhé (SMB), ngudn Iwc han ché vé
tai chinh va nhan sy chuyén mon khién viéc xay dwng hé thdng bao mat ndi bo, nhw Trung tam
Diéu hanh An ninh (SOC), tré thanh thach thic Ién.

SOC dwoc vi nhw mét gidi phap "may do thd cdng" danh riéng cho céc té chirc Ion, yéu ciu
dau tw Ion vao ha tang cdng nghé va nhan sw van hanh, diéu ma nhiéu SMB khoéng thé dap
¢ng. Trong khi d6, MDR ndi Ién nhw mét gidi phap hién dai, hiéu qua va té6i wu chi phi. Tua
nhw dich vu "san xuét hang loat" dwa trén céng nghé tién tién, MDR tan dung nén tdng XDR
(Extended Detection and Response) dé cung cap kha nang giam sat, phat hién va phan ng

v&i cac méi de doa 24/7, phu hop véi nhu cau clia cac SMB.

MDR khéng chi gitp doanh nghiép gidm thiéu chi phi ma con mang lai nhirng loi ich vwot tréi,

bao goém:
- Giam sat lién tuc: Kip thdi phat hién va xt Iy cac nguy co tiém tang.

« Chuyén gia bao mat hé tro: Tang cwdng kha ndng phong tha trwéc cac cude tan cdng

mang tinh vi.
« Tuan tha quy dinh bao mat: Dap tng tiéu chuén trong nwéc va qubc té, cing cd niém tin
ctia khach hang va déi tac.

Pé tan dung tbi da loi ich tv MDR, doanh nghiép can can nhéac ky lwéng khi lwa chon nha cung
cép dich vu. Mét nha cung cap dang tin cay phai co kinh nghiém thwc tién trong viéc tich hop

va tbi wu cac gidi phap XDR, cung v&i kha nang hé tro 24/7.

Managed Detection and Response khdng chi 1a giai phap bao mat don thuan, ma con la chién
lwoc bao vé toan dién, giup cac doanh nghiép vira va nhé téi wu héa nguén lyc, sdn sang dbi

mat v&i cac thach thire an ninh mang trong théi dai sé hoa.

Nhaing cong nghé va dich vu phong vé moi 8 |
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2.3. Dich vu bao mat cho Dién toan dam may

Trong thoi dai chuyén dbi sé, dién toan dam may (Cloud) d3 tré thanh yéu td cbt 16i, hé tro
doanh nghiép Viét Nam quan ly va van hanh dir liéu hiéu qua. Tuy nhién, sy phat trién nhanh
chong clia Cloud kéo theo cac méi de doa an ninh mang ngay cang phirc tap, doi hdi cac dich

vy bao mat chuyén biét nhdm dam bao an toan thong tin.
Cac dich vu bao mat Cloud quan trong
DPé bao vé dir liéu va hé théng, céac dich vu bado mat Cloud sau day dang déng vai tro thiét yéu:

« Ditra |én Cloud an toan: Hé tro doanh nghiép chuyén dbi di¥ liéu va (rng dung lén Cloud

v&i hiéu nang téi wu, ddng thdi ddm béo tuan thu cac tiéu chuan bao mat.

« Audit cau hinh Cloud: Danh gia cac thiét 1ap bao mat nhw xac thwe, quyén truy cap, ciu

hinh mang, dam b&o ha tAng Cloud an toan va chuan hoa.

« Giam sat an ninh mang 24/7: Theo dai lién tuc dé& phat hién va ngan chn cac hanh vi tan

céng, dam bao hé théng van hanh én dinh.

« Kiém thir bao mat Cloud: Tap trung vao bdo mat container, chirc ndng khéng may ch,
va quén ly ma héa dé bao vé toan dién cac tai nguyén dam may.
«  Tuan tha rai ro va tiéu chuan: Dam bao hé théng phu hop véi cac quy dinh qudc té nhw

GDPR, ISO 27001 va cac chuan trong nuwéec.

« Pao tao nhan thirc an ninh mang: Trang bj kj ndng bao mat cho nhan s, gidm thiéu

nguy co tlr yéu té con ngudi.
Lwa chon nha cung céap dich vu bao mat Cloud

Viéc hop tac véi nha cung cép dich vu bdo mat Cloud chuyén nghiép gitp doanh nghiép khéng
chi bdo vé tai san ky thuat sd ma con tang cwéng niém tin véi khach hang va déi tac. Cac dich
vu bao mat Cloud khoéng chi 1a 1&p phong vé ma con la chién lwgc dai han, ddm bao sy phat

trién bén virng trong mot thé gidi sd héa nhiéu rai ro.

Nhaing cong nghé va dich vu phong vé moi 9 |



PROTECT YOUR SUCCESS

¢ NCS
|

CONG TY CO PHAN CONG NGHE
AN NINH MANG QUOC GIA VIET NAM

bién thoai: 024 85 888 000

Email: info@ncsgroup.vn

Try s&@: Trang An Complex, S6 1 Phung Chi Kién, Nghia D6, Cau Gidy, Ha Noi
Van phéng TP.Hb Chi Minh: 131 Tran Huy Liéu, Phudng 8, Quan Pha Nhuan,
Thanh phé H6 Chi Minh

Van phong Singapore: Work Central Offices Pte Ltd - 190 Clemenceau Ave,
#06-01, Singapore, 239924
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